
Check Point Firewall-1™ Knowledge Module® for PATROL®   

 1

 
 

Check Point Firewall – 1™ 
Knowledge Module® 
for PATROL ® 
 
Introduction 
 

According to this highly global World, basically in the business branch, the security 

is a very preponderant factor to become into a competitive group and not to dare the 

company actives where information is the key. At this context, Firewall-1 Knowledge 

Module for PATROL  involves a vital echelon for the control and supervision of our 

firewall activity.  

 

     The monitoring spectre  includes the analysis 

from the rules side, interfaces, protocols, services, 

operations audit and attacks detection. Everyone of 

the mentioned elements has a great variety of 

parameters with prepared and real time created 

information, formatted for an easy and complete 

understanding. 
 

 

Automatic discovery 
     Check Point Firewall-1 Knowledge Module for PATROL has a powerful and flexible 

engine of discovering that allows us to detect the attacks and every kind of critical 

events every time that the firewall detects one. This way, the success degree of 

intrusion detection doesn’t depend on the knowledge level of the administrators. 

Firewall-1 Knowledge Module discovers automatically the new danger situations 

obtained in the firewall with no need of making any anterior configuration in the 

Knowledge Module.  
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Fundamental Objectives and Main Characteristics 
Traffic analysis in Several Interfaces 

 
Automatical Discovery. 

Check Point Firewall-1 Knowledge Module monitors the traffic 

absorbed for every firewall interface supervising the entry and 

exit transactions as well as the ones that have been accepted 

and denied. It includes the parameters that indicates the activity 

detected at every interface.  

 
 

Traffic analysis by Rules 

 
Automatic Discovery. 

Supervision of the traffic from the used rules’ side. Entry and exit 

Traffic’s control as well as the accepted and denied transactions. 

It includes some parameters to indicate when the traffic runs 

through a rule.  

 

Traffic analysis by Protocols 

 
Automatic Discovery. 

Traffic supervision from the used protocols side due to the entry 

and exit transactions. It includes some parameters indicating the 

activity for one protocol. 
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Traffic analysis by Services 

Automatic Discovery . 

Traffic supervision from 

the used services side 

due to the entry and exit 

transactions. It includes 

the parameters indicating 

the activity about one 

service.  

 

 

Management Operations Audit 

Automatic Discovery 

Real time discovery of the changes management 

about the firewall configuration. It detects new 

operations and it automatically includes them in 

the supervision. It shows in real time the realized 

management operation’s details and it has the 

capability of storing that operations in the 

“annotations” field. 
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Attacks Detection 

Automatic Discovery. 

For Firewall-1 Knowledge Module is not needed 

any attack definition update. It automatically 

discovers any aggression intend that the firewall 

detects. 

Check Point Firewall-1 Knowledge Module 

discovers in real time the new attacks and 

intrusion intends. You’ll be informed about the 

external attacks and it will show you the reports 

about the suffered aggressions. You have the 

chance to archive every report by establishing 

the annotations parameters. 

 

Supported Platforms 
Check Point Firewall-1 Knowledge Module supports PATROL v3.5  or higher on 

platforms: 

- Windows NT/2000/XP/2003 

- Solaris SPARC version 2.7 or higher  

- Linux : Red Hat, SuSE using Kernel 2.2x y 2.4x 

 

Check Point Firewall-1 Knowledge Module works remotely on these platforms with 

support for Check Point Firewall-1 Next Generation ( on Linux, Nokia, Solaris ) : 

 

Products Technologies 

- FireWall-1 NG Feature Pack (FP)1 

- FireWall-1 NG FP 2 

- FireWall-1 NG FP 3 with HotFix 1 

 

- Stateful Inspection 

- Application Intelligence 

- Web Intelligence 

- Malicious Code Protector 

- SMART 

- SecureXL 
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